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1 Preface

This manual focuses on the preparation and configuration of the environment and
the management and application of the system for Top—VSP. By reading this document,
users can understand the main functions of Topsec cloud security system, and

according to the actual application environment to install and configure Topsec

cloud security system.

1.1 Document purpose

This document describes how to deploy and configure the system. By reading this
document, users can correctly complete the deployment and configuration of the
system, combined with the use of the system to provide a variety of security
control methods to effectively manage and protect the virtual cloud platform in
a variety of virtual machine systems to achieve efficient and reliable security

protection and unified management

1.2 Reader object

This deployment manual applies to system administrators and network
administrators who have basic network knowledge and VMware-related basics to read

and use.

1.3 Name interpretation

VMware vSphere: It is the industry s leading and most reliable virtualization
platform. VSphere separates the application and the operating system from the
underlying hardware, and the application is no longer limited by the underlying
operating system. VSphere allows a physical server to allow multiple different

operating systems at the same time, and can run multiple different applications
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rather than a server can only run an operating system, a single server as a resource
pool Management, greatly improving the utilization of hardware servers.
VMware NSX: NSX is part of the VMware software definition data center and is a
virtualized network and security software product. NSX is an independent
hypervisor cloud management network virtualization platform and NSX offers a
complete 2-7 layer network virtualization service

Top—VSP: Top—-Vsp is a short description for Topsec cloud security protection
system, it is researched and developed independently by Beijing Topsec company, it
is for enterprise—class virtualized cloud platform users , it provides a set of
access control . intrusion detection . intrusion prevention . traffic
monitoring . stream—based virus protection and secure migration awareness and
other functions in one of the cloud security protection system for VMware NSX.
vSecCenter—-N: VSecCenter—N is part of the Top—VSP system, which manages all
deployed vNGFWs, provides centralized management of security policies,
centralized monitoring of network traffic, centralized collection of alarms and
logs, and provision of virtual machine security policy stand by.

vNGFW: VNGFW is part of the Top—VSP system. The vNGFW is deployed as a stand—alone
virtual machine on each virtualized physical server,which obtains all network
traffic through the network redirection function of VMware NSX, including the
access to the virtual machine and Network traffic between virtual machines. And
it provides virtual machine security monitoring and protection for each
virtualized physical service, providing security functions such as virtual
machine access control, intrusion detection, intrusion prevention, malicious

code detection, traffic monitoring, alarm log and so on.

1.4 Conventions

This document follows the following conventions

The description of the graphical interface operation is as follows:
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indicates the button.

[ ] indicates the selection.

Click (select) a menu item with the following conventions:

Click(select) Advanced Management> Special Objects> Users.

The prompts, warnings, illustrations, and examples of the documents appear on
the part of the user who needs special attention during the installation and
configuration of the cloud security system. Please make sure that the user is

aware of the possible operation results

1.5 Technical service system

Topsec provides remote product consulting services for all of its security
products, and a wide range of users and partners can access online documentation,
troubleshooting, and more

Company’ s main page

http://www.topsec.com.cn/

Online technical information

http://www.topsec.com.cn/support/down.asp

Security solution

http://www. topsec. com. cn/jjfa/index. htm

Technical support center

http://www.topsec.com.cn/support/support.asp

Topsec national security service hotline

800-810-5119
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2 System introduction

Topsec cloud security system (Top—VSP) is a set of access control, intrusion
detection, intrusion prevention, traffic monitoring, and traffic control based
on VMware NSX, which is developed by Beijing Topsec Company for enterprise
virtual cloud platform users. Streaming virus protection and secure migration
awareness in one cloud security system, usually packaged OVA template provided,
and allows users to use vSphere Web Client vNGEW in the form of a virtual machine
to install and deploy.

The system is suitable for the procurement and use of VMware NSX cloud management
network virtualization business and units such as government, military agencies
network management, public security, confidentiality, judicial and other
national authorized network security supervision departments, finance,
telecommunications, electricity, insurance , Customs, commodity inspection,
schools, military and other industries network management center, and large and

medium—sized enterprise network management center.
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3 Configuration requirements

The Top-VSP is composed of vSecCenter—-N and vNGEW. The corresponding system
configuration requirements are as follows:
vSecCenter—N:
» CPU:1 x 2 core
» RAM: 3GB
» Dard disk: 60GB
vNGFW:
» CPU:1 x 4 core
» RAM: 8GB

» Hard disk: 10GB

4 Preparation

Before deploying and using the Top—VSP system, you need to prepare for the previous

phase:

» VMware NSX needs to provide a built—in VMware vCenter server environment
including the AD domain server and DNS server and the vSphere Web Client,
where VMware vCenter server needs to provide a 6.0 environment;

» After you complete the VMware vCenter server environment, you need to
configure it, including: adding licenses, creating datacenters, creating
clusters, adding ESXi hosts, and roles and permissions assignments. If
multiple ESXi hosts are added to the cluster, configuration to add shared
storage and distributed virtual switches;

» The NSX Manager management plane needs to be successfully deployed, with the
NSX Manager version 6.2.4;

» You need to register the NSX Manager to vCenter;

> You need to add the license for “NSX for vSphere”;
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» You need to install vSphere Installation Bundles (VIBs) on top of the ESXi

host’ s hypervisor.

5 Deployment&Configuration of system
Top-VSP

5.1 Deploy vSecCenter-N system

The vSecCenter-N system is typically provided with a packaged OVA template and allows

users to deploy vSecCenter—N as a virtual machine using the vSphere Web Client. The

installation steps are as follows:

1. Log in to the vCenter home page through the vSphere Web Client, install the OVA template as

usual, right-click the ESXi host you want to deploy, and choose to deploy from the OVF

template, as shown in Figure 1.

vmware® vSphere Web Client  #= Updated at 2-14PM O | Administrator@vCeNTERCOM ~ | Heip ~ | (C
Navigator X [},192168.344  Actions v = |4
4 Home (o] Gefiing Staried  Summary  Monilor | Manage | Related Objecis 3

| @ @ a8 e 2
(19218834 10 [ settings [Networking| storage [ Alarm Definitons | Tags | Permissions | =
~ [laDC_vDFW- i &
< cust [ Actons - 19218334 4 tal switches H
New Virtual Machine »
. PemEH X0
New vApp L
ften Discovered Issues
3 34.15+/SecCenter-N-testo1
) 34.20vSecCenter-N-1.0.1 [P T R ) ks DSwitch =
g vSwitchd -
b 34.50-gaclitest1 Connection R
Bp 3451 yitest1
Maintenance Mode e
i 34.52_yjtest2 . E
ower »
Gy 34.8-kali ftributed switch: DSwitch (DSwitch-DVUplinks-32)
i vSecCenter-N-10.2 Certificates » ( e
1 (assigned port groups) -
» B9 nexgep Storage »i —_—
» B sE—meh) I
) Add Networking ssigned port groups filter applied, showing: 2 011
Host Profiles 4 v DSwitch-DVUplinks-32 [7)
» & Uplink 1 (1 NIC Adapter)
Uplink 2 (0 NIC Adapters)
Export System Logs pini2 oiErs)
Uplink 3 (0 NIC Adapters)
Reconfigure for vsphere HA Uplink 4 (0 NIC Adapters)
[5g Assign License
Settings
Move To.
x
Tags & Custom Attributes '.‘ L
add Permission Terget status Initator Queved For Start Time Complation Tima
Alarms » B custervDFwN + Completed VCENTER COMAG. 12ms | 322/2017 30207PM | 312212017 30207 P
NS v Completed VCENTER COMMAd 7ms | 3/22/2017 30153PM | 3/22/2017 3:01:53 P
Remove from Inventory il SRR LSS ms =
(B ek £ Commnistad VPENTER CrMmAA 11me | 2M2RA17201:42.B1 | 2929017 20147 BUA

AllvRealize Orchestrator plugin Actions  » [

Wore Tasks ‘

Figure 1

2. Select the OVA file for vSecCenter-N from the local folder and click the "Next" button, as shown

in Figure 2.
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Select source
Select the source location

1b Review details Enter a URL to download and install the OVF package from the Intemet, or browse {0 a location accessible from your computer,
such as a local hard drive, a network share, or a CD/DVD drive.
2 Destination

(JURL

20 Select storage ‘ |'J
() Local file

ENEZ 2 \03MEEATINSKAWDFW-NI 0. 24838 ek WSecCenter-N-1.0 2.ova

2a Select name and folder

3 Ready to complete

Figure 2

3. Check the details of the OVA template and click the "Next" button, as shown in Figure 3.

Deploy OVF Template

1 Source Review details

Verify the OVF template details
+  1a Selectsource

Product vsecCenter-N-1.0.2

2 Destination
Version

2a Selectname and folder
Vendor

2b Select storage Publisher @ No certificate present

EBSEINELED Downloagsize  41GB

3 Ready to complete 5.6 GB (thin provisioned)
Size on disk
60.0 GB (thick provisioned)

Description

[ Back ][ Next ] Finish [cance\]

Figure 3
4. Select the installation location for vSecCenter-N and click the ‘Next button’, as shown in Figure

4.
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Deploy OVF Template

1 Source Select name and folder

Specify a name and location for the deployed template
~ 1a Selectsource

v REEEEED Jrame: [iSecCenterti-102

2 Destination

Select afolder or datacenter

2b Select storage

2 Setup networks

3 Ready to complete
The folder you select is where the entity will be located, and
will be used to apply permissions to it

The name of the entity must be unique within each vCenter
‘Server VN folder.

| Back || Mext | s || Cancel |

Figure 4

5. Select the disk deployment mode, select the disk location, click the "next" button, as shown in

Figure 5.

1 Source Select storage

Select location to store the files for the deployed template
1a Select source

1b Review details Select virual diskformat | Thick Provision Lazy Zeroed |~
2=n VM Storage Policy: Datastore Default [-]e

2a Select name and folder
The following datastores are accessible from the destination resource that you selected. Selectine destination datastare for the
virtual machine configuration files and all ofthe virtual disks.

2c Setup networks e i rouisin: torsge
Nar Capacit Provisionzd ree Sterage DR
3 Ready to complete I [ datastore1 92400 GB 536.34 GB.

I ™

[ Back ][ Next ] Finish [cance\ ]

Figure 5

6+ Set the network for vSecCenter-N and click the "Next" button, as shown in Figure 6.
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Deploy OVF Template

9 ST Setup networks.
Configure the networks the deployed template should use
1a Select source

10 Review details Souree

2 oo R

2a Select name and folder

2b Select storage

3 Ready fo complete IP protocol Pv4 IPallocation:  Static-Manual @

Source: bridged - Description
The bridged network

Destination: VM Network - Protocel seftings
Mo configuration needed for this network

e | wen | rwon || conen |

Figure 6
7~ Check "Power on after deployment”, click "Finish" button, so vSecCenter-N installation is

complete, waiting for power and initialization completed, as shown in Figure 7.

Ready to complete
Review your settings selections befors finishing the wizard.
a Select source
1b Review details OVF file E\EE 403 MR INSX-VWDFW-N\1 0 24235 i WSecCenter-N-1.0 2 ova

2 Destination Download size 4108

Size on disk 50.0GB

Name vSecCenter-N-1.0.2new

Datastore datastore1

2c Setup networks Target 192.168.34.4

y to compiete Folder DC_VDFW-N

Disk storage Thick Provision Lazy Zeroed
Network mapping Dridged to VI Netwark
IP allocation Static - Manual, IPv

2a Select name and folder

2D Select storage

[ Power on after deployment

| Back | Mext | Fmsh || Cancel |

Figure 7

5.2 Configure the vSecCenter-N system

After the deployment of the vSecCenter—N virtual machine, you need to configure

the network, including modifying the IP address of the server, enabling the
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service from the startup and opening the main service. The specific steps are
as follows:

1. Open the vSecCenter-N virtual machine console, login(root/Topsecl!) and then modify
and save the server IP address through vi /etc/sysconfig/network-scripts/ifcfg-ens33, a

s shown in Figure 8.

vSecCenter-N-1.0.2 Toggle Keyboard J| View Fullscreen § Send Ctrl+Alt+Delete

tatic

IPU4_FAILURE_FATAL=no

ONBOOT=yes

"setc/sysconf ig/network-scripts/ifcfg-ens33” 19L,

Figure 8

2. After modifying and saving the server IP address, you need to manually restart the ne

twork card service,as shown in Figure 9.

emctl restart network

Figure 9

3. Use vSecCenter.sh autostart configure service auto_start, use vSecCenter.sh to start start

the system main service, as shown in Figure 10.

autostart

tem..-’tplbgcnllec tor
‘tem..-’tpl_ngpa

em/multi-user.target.
/multi-user.target.wants/ntpd.
ystem/multli . want

Figure 10

10
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5.3 Login&register NSX service

After deployment and configuration of the vSecCenter—N is complete, you can log

in to the vSecCenter—-N system for configuration, including adding the

virtualization platformand registering the NSX service. The steps are as follows:
1. Open the browser, it is recommended to use Firefox or Chrome, enter the vSecCenter-N IP

address: https://192.168.34.21:9443, user name/password is admin / admin, as shown in Figure

11.

€ @ https//192.168.34.21:9443 vy EE C \ B <Ctrl+K> wB ¥ A4 - 18- =

,‘( vSecCenter /—

Username : admin I T
L

Password : esees|
l\-{, -
3
P e i
= [opVSP |r———gr—wr—

\

Figure 11

2. After the success of the login, click the Virtualization Platform> Platform Center
in the left menu bar, and then click the “Add” button. Enter the correct information
about the vCenter and NSX Manager platform respectively in the Add Virtualization

Platform interface, and then click “Save” Button, as shown in Figure 12.

11
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€ @ hitps;//192.168.34.21:0443 L

w“B ¥ & - 8- =

Add virtualization platform

Type @ vuware platorm O kvM platiorm (O XEN platform
P address: 192.168.34.10

Usemame administrator@veenter.com

Password: ~ ssssssessess

description

NSX manager emaronment. 1]
NSX manager address: 192.168.34.12

NSX manager username: | admin

NSX manager password: | sessssesssse |

=) =

Figure 12

3. Select the virtualization platform you just added and click the "Sync info" button, as shown in

Figure 13.

€ @ hitpsy//192.168.34.21:9443 N

w“é & & - 8- =

Processing data, please later

In treatment

Figure 13

4. After the synchronization information is successful, click the "Register nsx service" button to

register the NSX service, as shown in Figure 14.

12
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€ @ hitpsy//192.168.34.21:9443

VSECCENTER =

Home Page | Piatform Center

UE N EE ¢ QFF-<crnk

Virtualization Platform Management

add

£ POLICY MANAGEMENT Nam

edit | delete  Syncinfo

e

Unregister nsx sevice

IP address

£ VIRTUALIZATION PLATFORM |

[ vmware platform veenter34 10

192168 .34 10

» Platform Center
Susem
5 FIREWALL MANAGEMENT
£ UPGRADE

=106

Show recenttask

5\

Figure 14

NSX manager address

192168 34 12

deseription

After logging in to the NSX service, log in to the vCenter home page through the vSphere Web

Client, click the "Network & Security" option, click the "Service Definition" option in the left

toolbar, switch the "Services" tab, confirm the success of the NSX service registration ,as

shown in Figure

15.

arer vsphere Wweb Clle daled P d Q Search -
Navigator X | service Definitions. #
4 Hosts and Clusters © | | senices | SeniceManagers Hardwars Devices z
Networking & Security S 2
P NS Home NSX Manager: | 492.168.34.12 g
£% Dashboard + |7 % | Gacions - (@ Fiter H
@ Instaliztion Name Vesion | Functions Deployment Mechanism Servioe Managers Senioes g
%5 Logical Switches @ GenericFastPath DS IPS NSX Manager 0
NSX Edges @ PortProfile Port Profile Manager 0
u Firewall t Protocol Introspection Network Monitoring  Host based vNIC MNSX Manager 0
3 Spoottuard & Distributed Load Balancer 2: Load balancer,.. Host based WNIC NSX Manager 0
T & VMware Data Security 6.2 Data security Host based Guest Introsp...  Data Security Senvice .. 0
ST @ SAM Data Collection Service Data Collection Management plane only InternalSeniceManager 0
@) Data Securiy W 623 Host based GuestIntros, InternalSenicellanager 0
~ toots Topsec DFW 1.0 Firewall Host Ic Toj r 0 l
& Vihware Network Fabric 6.24, Host based NSX vSwitch fi..  InternalSenicelanager 0
[ Flow Monitoring
[d Activity Monitoring
&8 Traceflow
~ Networking & Security Inventory
% NSX Managers >
] 9 Objects [~
Recent Tasks. xx
Task Name: Terget Status Initator GQueued For Start Time Gompletion Time

<
WyTasks »  Tasks Filter =

v
Wore Tasks ‘

Figure 15

13
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5.4 Deployment&Configuration of system Top-VSP

After successfully registering the service, proceed to deploy the vNGFW operation,

as follows:

1. Log in to the vCenter home page through the vSphere Web Client, click the "Network &
Security" option, click the "Installation" option on the left side of the toolbar, switch the
"Service Deployments" tab, click the "+" button,select the registered NSX service "Topsec

vDFW" in the "Deploy Network & Security Services" interface, click the "Next" button, as

shown in Figure 16.

[7 Deploy Network & Security Services

Select services & schedule

1 Select services & schedule
Select one or more Network & Security services to deploy.You can also speciy ine schedule for deployment

2 Select clusters

Select storage and e
3 Management Network Select services:
(@ Finer -

4 Ready to complete
[0 Heme Desoiption Categary

[ & VMware Data Security Discovery of sensitive data at rest

[] @& Guestintrospection Base senice for all solutions based
[v] & TopsecvDFW

Specify schedule:
(=) Deploy now () Schedule the deployment

Next Finish Cancel

Figure 16
2. Select the corresponding data center and cluster, click the "Next" button, as shown in Figure

17.

14
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g Deploy Network & Security Services

Select clusters
Select one or mare clusters on which to deploy the service(s). If a selected cluster has an older version of a service deployed, the
2 Select clusters service will be Upgraded.

+ 1 Select services & schedule

5 Select storage and
Management Network

4 Ready t¢ plet

IDatacenter =+ DCVDFW-N B2 |

QA =)
[ tame.
cluster_VDFW-N
O d Noxea
O dh &ERe—mhn

Figure 17
3. Then select the data storage, network and change the IP allocation mode, here need to pay
attention to two aspects: on the one hand, select the network can only choose a distributed
virtual switch, it needs to add configuration in advance; the other hand, if the selected cluster
contains Multiple ESXi hosts, then the data storage needs to choose shared storage, also need

to add the configuration in advance. Then click the "Next" button, as shown in Figure 18.

[y Deploy Network & Security Services.

Select storage and Management Network
Assign a network and IP address range for each senice to use

+ 1 Select services & schedule
+ 2 Selectclusters

work Senice Cluster Datastore Network 1P assignment

4 Ready to complete 5 TopsecvDFW. il cluster vDFW-N datastore | | | DPortGroup |+ | IPPOOL2 Change

Back Next Finish Cancel

Figure 18
4. Please check if the settings are correct after successful loading. Click "Finish" button, as shown

in Figure 19.
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5.

[y Deploy Network & Security Services

Ready to complete
Review settings before finishing the wizard

+ 1 Select services & schedule
+ 2 select clusters

3 Select storage and
Management Network

4 Ready to complete

Schedule at: Now
Senice

8 TopsecvDFW

Clustar

iy cluster_yDFW-N

Datastore

H datastore1

-
&, DPartGroup

1P assignment

IP POOL2

Next

[ baax |

[ e | [ cancer |

Figure 19

shown in Figure 20.

vmware* vSphere Web Client

Navigator

#=

Updated at 3

Patiently waiting to deploy vNGFW to complete, the installation status shown as successful, as

enercon - | Hep - | (SR

4 Hosts and Clusters

Host Preparation  Logical Metwork Preparation | Service

Networking & Security
5 NSX Home
% Dashboard

¥ Installation

= Logical Switches
I NSXEdges

A Firewall

I3, SpoefGuard

8 senice Definftions

Senvice Composer
@) Data Security
~ Tools
Flow Monitoring
[13 Activity Monitoring
£ Traceflow
~ Networking & Security Inventory
7 NSX Managers

NSX Manager: (1921683412 | =)

Network & Security Service Deployments

Network & securily senices are deployed on a set of clusters. Manage service deployments here by adding new senices or deleting existing ones.

5581601d U YI0M (1) 5,

& A 4 (@, Filter ~|
Service Vesion Installation Stetus Service Status Cluster Dtestore Port Group P Address Range:
8 TopsecvDFW 10 v Succeeded v Up ffh cluste_vDFW-N [ datastoreq £, DPoriGroup IP POOLZ

Task Name. Target Status

«

MyTasks Tasks Filter «

Initistor

Queued For Start Time. Completion Time.

D
More Tasks

6\

Figure 20

Log in to vSecCenter-N to view the corresponding vNGFW. The online status of the vNGFW and

the status of the CMDL connection are online, as shown in Figure 21.

16
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€ @ ntps//192.168.34.21:9443 UENEE ¢ Q<G> wAa 3+ A 9- 8- =

{ VSECCENTER =

2017-3 4 Home Page / Firewall

£ SYSTEM MANAGEMENT

= SYSTEM MONITOR Virtual gateway management
= OBJECT MANAGEMENT Add group | | Add virtual gateway Force Sync CHDL on All Dev | Force Sync CMDL. Operate

S POLICY MANAGEMENT Virtual gateway name IP address Online State | CMDL conn status | Memory and cpu| Session number and Session new rate | Send byte Runnin Redir Version ir

= VIRTUALIZATION PLATFORM €5 default_group ‘

Susem [® Topsec vDFW/(192.168.34.4)  192.168.34.22  Online Online
£ FIREWALL MANAGEMENT

» Firewall
= UPGRADE

Soe

Page |1 |of1 E Show 1-1 , total of 1

Show recent task ‘

Figure 21

5.5 Configure security group and redirection

After the deployment and configuration of vNGFW, the configuration of the security
group and traffic redirection is performed. The detail steps are as follows:
1. Log in to the vCenter home page through the vSphere Web Client, click the "Network &
security" option, click the "Service Composer" option on the left side of the toolbar, switch the
"Security Groups" tab, click the "New Security Group" option, enter the security group name "

Group Test ", click the" Next "button, as shown in Figure 22.
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1 Name and description

Name and description

3 Select objects to include
4 Select objects o exclude
5 Ready to complete

—

*

Group Test |

Description

Scope:

Global

Back Next Finish Cancel

Figure 22

2. Defining dynamic membership You can specify the dynamic membership criteria that you must

meet as a member of the security group for the object. Here you can choose the relationship

between the determination entity, the satisfaction criteria, and the membership conditions.

Here we choose the virtual machine name to include "Test", as shown in Figure 23.

[ Mew Security Group

1 Name and description
2 Define dynamic membership
3 Select objects to include

4 Select objects to exclude

5 Ready to complete

Define dynamic membership

Specity dynamic membership criteria that objects must mestto be part ofthis security group.

&

Membership criteria 1

Mateh

Any | + | ofthe criteria below

Criteria Details

|| viihame |+ | [contains | = | [test

| Back || Mext || Fnisn || cancel |

Figure 23

3. When you select an object to include, it will always be included in the strategy, whether or not

it meets the membership criteria, as shown in Figure 24.
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Figure 24
4. When you select an object to exclude, it will always be excluded from the policy, whether or

not it meets the membership criteria, as shown in Figure 25.

%" New Security Group

1 Name and description Select objects to exclude
Select objects that should always be excluded in this group, regardiess of whether they mest the membersnip criterla.
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Figure 25
5. Check the new security group configuration is correct, click the "Finish" button, as shown in

Figure 26.
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Figure 26

6. After creating a security group, you can view the eligible objects in the security group, as

shown in Figure 27.

Virtual Machines | (0) Errors

Q fiter -

Name
@ 34.15+SecCenter-N-testo 1
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@ 3451 yjtest!

B 34.52 yitest2

{1 35.253_yjtest_centos7

1 35.254_yjtest_centos7

Mk Members as of 3/22/2017 413 PM

Figure 27

7~ Next we configure the traffic redirection, press left toolbar to switch the "Firewall" option,
Click the "Configure" tab, then switch to the "Partner security services" tab, click the "Add

Rule" button, as shown in Figure 28.
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8. Click Modify on the new rule, as shown in Figure 29.
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Figure 29

9. Inthe rule edit operation interface, [Service)select the NSX service "Topsec vDFW", [Service

Profile] select the “Topsec vDFW _VendorTem....”,[ Action] select the “Redirect” [ Direction]

select the “In/Out”, [Packet Type] select the “IPV4”,and then click “Save” button, as shown in

Figure 30.
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Figure 30

10. To return to the previous page, click "Topsec vDFW_VendorTemplate for service-21" on the

newly added rule and select and add the previously configured security group "Group Test" in

the "Specify Service Profile Binding" interface. Click "OK" Button, as shown in Figure 31, 32.
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Figure 32

11. Click the "Publish Changes" button to complete the rule release, as shown in Figure 33,34.
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5.6 Validation of redirection results

At this point, we have completed the deployment and configuration of vSecCenter—N

and vNGFW, and now provide two simple ways to verify the success of traffic

redirection, as follows:

Method 1: Log in to the vSecCenter—N system, enter the POLICY MANAGEMENT > ACL

interface, configure one such access control strategy: [Action] select "Allow”,

[Source] select the default “any”, [Destination] select the default “any”,

[Servicel default is empty, [Options] select the log “Record log”, and

successfully issued a strategy to vNGFW. SSH login vNGFW (superman / talent),
the use of tcpdump for the re—testing of the test machine for capturing, and then
use the test machine for ping operation, in the vNGFW can catch ICMP echo request

and ICMP echo reply packet to prove traffic The orientation is successful, as

shown in Figure 35, 36.
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Figure 36
Method 2: Log in to the vSecCenter—N system, add the redirected test machine IP address
as the host address object, configure such access control policy: [Action)] Select
"Block”, [Source)] select the host address ”34.16” [Destination)] default “any”,
[Service] Select the predefined service “ICMP”, [Option)] Select the log “Record
log”, and successfully issue the policy to vNGFW, and then use the redirected test
machine to ping , Found that can not ping , and vNGFW can only be caught on the ICMP
echo request to prove that the flow of data redirects success, as shown in Figure

37, 38, 39.

25



Top-VSP User manual

Add host address resources ®
Name: 192.168.34.16
IP address: 192.168.34.16

Physical address

Figure 37
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6 Configure management of Top-VSP
system

Next, the basic configuration management of the Top—VSP system is briefly

introduced, including log settings and upgrade management.

6.1 Log settings

After the successful deployment of vNGFW, in order to ensure the normal reception
and display of logs, we need to make log settings and delivery operations on the
vSecCenter—N system, as follows:
Log in vSecCenter—N system, enter LOG > Log Settings interface, [Server address]
fill in “vSecCenter—N system IP address”, [Transport Portocol) select “UDP”,
[ServerPort] fill in “1514”, [Log Type] Select the full type, [Log Levell
are selected "INFO”, and then click “apply” button, then the system will prompt
to release after the entry into force, click the “publish” button, as shown in

Figure 40.

27



Top-VSP User manual

{ VSECCENTER =

2017 3 Home Page / Log Setiing

£ SYSTEM MANAGEMENT

= SYSTEM MONITOR Log setting
= OBJECT MANAGEMENT Not valid until published | publish
= POLICY MANAGEMENT
Sener address: | 192.168.34.21
= VIRTUALIZATION PLATFORM
Transport
= uopP
Suse protacol
: FIREWALL MANAGEMENT SenerPort 1514
= UPGRADE Log type [ Access Control Log level INFO
=106
[ Anti-Dos Log level INFO
» Log Search
M ps Log level INFO
» Log Setting
[ Anti-virus Log level INFO
[ system Log level INFO
Show recenttask i

6.2 Upgrade management

After the successful deployment of vNGFW, you need to upgrade the IPS, AV and
AT rule base on the vSecCenter—-N system to ensure the correctness and accuracy
of the detection. The specific steps are as follows:

Log in to the vSecCenter—N system, go to the Upgrade > Package interface, click
the “Upload Upgrade Package” button. In the Upload Upgrade File window, select
the corresponding rule base and click the “Save” button, then select the Upload
Upgrade the package and click the “Upgrade” button, suggesting that the upgrade
is successful, you can view the upgrade list of the status bar shows the “current

version”, as shown in Figure 41, 42.

28



Top-VSP User manual

Upload upgrade file

®

Figure 41

€ @ hitps//192.168.3421:9442

( VSECCENTER =

Home Page / Package

£ SYSTEM MANAGEMENT

System upgrade

Upload upgrade package

= SYSTEM MONITOR
= OBJECT MANAGEMENT
£ POLICY MANAGEMENT [0 Version of upgrade package Type

T [ javv2017.02.27 tir av

Delete upgrade package l Upgrade I empty

Size

18482 3 KB

Upload time Instruction of upgrade package Status

2017-03-22 17:37-24

[N

USER | & ipsva017.02 221ir ips

4270 9 KB

2017-03-22 17:36:57 ‘Current version I

5 FIREWALL MANAGEMENT
= UPGRADE

» Package

P Task

E106

Page |1 oft

Show recent task

Figure 42

7 Access Control Policy

Show 1-2 , total of 2

7.1 Access Control Policy and Application Identification

1. Use the vSphere Web Client login to vCenter, click the "Network & Security”

option, the left side of the toolbar
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Click on the “Service Composer” option, you can view the security group has been

created configuration, as shown in Figure 43
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2. Log in to the vSecCenter—-N system and enter the VIRTUALIZATION PLATFORM>
Platform Center interface. Select the VMware platform you added before. Click
the “Sync info” button. After the synchronization is successful, go to the OBJECT
MANAGEMENT> Address Object interface and click the “Other Dynamic Containers”
option , You can view the synchronization information exactly the same as the

security configuration information in the VMware NSX environment, as shown in

Figure 44, 45
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Figure 45
3. Log in vSecCenter-N system, enter the OBJECT MANAGEMENT > Address Object
interface, select “Address group” option, click “add” button, in the pop—up window,
enter the [name)] is “security group test”, [Other container] come over the

security group “YANGJIE” and click the “Save” button, as shown in Figure 46.
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Figure 46
4.Log in vSecCenter-N system, enter the POLICY MANAGEMENT > ACL interface,
configure such access control policy: [Action] select “Allow”, [Source] select
the “security group test”, [Destination] select the default “any” [Servicel
default is empty, [Option] select the log “Record Log”, and successfully issued

a strategy to vNGFW, as shown in Figure 47
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Figure 47
After logging in to the vSecCenter—N system, enter the LOG > Log Search interface
and click the “Access Control” tab to check the access control and application
identification detection. After logging on using the virtualized test virtual machine
in the security group “security group test” The result log, where “allowed” is denoted

as “permit” and “deny” is denoted as “deny”, as shown in Figure 48.
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2017-0347 11:31:40  INFORMATION  ac b 4 1 ICMP 192.168.34.52 66 235.197.2.4 8
2017-0347 11:31:40  INFORMATION  ac S 1 ICMP 192.168.34.52 66 24.239.232.31 8
2017-0317 11:31:40  INFORMATION  ac S 1 IcMP 192.168.34.52 66 174.200.234.20 8
2017-0317 11:31:40  INFORMATION  ac S 1 1cMP 192.168.34.52 66 84.154.153.4 8
2017-0317 11:3140  INFORMATION ~ ac S 1 1cMP 192.168.34.52 66 244.219.215 85 8
2017-0317 11:31:40  INFORMATION ~ ac i 1 ICMP 192.168.34.62 66 28.185.189.6 8
2017-0347 11:31:40  INFORMATION ~ ac S 1 ICMP 192.168.34.52 66 223.128.13.67 8
2017-0347 11:31:40  INFORMATION ~ ac S 1 ICMP 192.168.34.52 66 34.251.121.22 8
ANAT N2 4T 44.24-40 MIEADRAATIO ~n PN A wenan 400 4co 24 £a cc 4EN 99E ACA 19T o he
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Figure 48
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7.2 Policy with IPS

Log in to the vSecCenter-N system and enter the POLOCY MANAGEMENT > ACL
interface to configure the access control policy: [Action) select “Allow” ,
[Source] select default “any” , [Destination]) select default “any” ,
[ServiceIDefault is empty, [Option] IPS rule select “ default ips”,[Option]
select “Record Log” , and successfully issued a strategy to vNGFW, as shown in

Figure 49.

€ @ hitps//192.168.34.21:9443 OB VSR o QF=E<Crks wBe ¥ A - 8- =

{ VSECCENTER

£ SYSTEM MANAGEMENT

= SYSTEM MONITOR Access control policy

£ OBJECT MANAGEMENT Not valid until published}  publish

£ POLICY MANAGEMENT

add edit | pulish Operate emply | Colision detection | Search Display all strategies Cument group: | default_aroup
» ACL
M D action Source Destination Senvice Option description
= VIRTUALIZATION PLATFORM
100104 Allow Ips rule:

Susm _default_ips
Record log

S FIREWALL MANAGEMENT

£ UPGRADE

=106

Page 1 of1 C Show 1-1 , total of 1
Show recenttask

After using a redirected test virtual machine to launch an attack that can hit
an IPS rule, log in to the vSecCenter—N system, go to the LOG > Log Search interface,
and click the IPS tab to check the test result of the IPS attack, as shown in

Figure 50.
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€ @ hipsy//192.168.3421:9442 PR NEE ¢ Q

{ VSECCENTER =

Home Page / Log Search

£ SYSTEM MANAGEMENT

T e vSecCenter  Access Control JNZS| AmiDoS  AmtiVius  Device System Al Device Securly Log  Vagate Manage Log

5 OBJECT MANAGEMENT Start time End time. Type Keyword query reset Emplylog
e Time Level Eventnun Times | action | Protocol = Source Destination description
SN A 2017-03-21 17:02:31 WAR.. 15230 permit  udp 192.168.10.22 192.168.10.66 Blaster i TFTP /=] JiEi# A
EuseE 20170321 17:01:42 WAR.. 12682 deny tep 24.153.164.131 66.102.131.19 FavoriteMan FE;&/51] FEI2E
= FIREWALL MANAGEMENT 2017-03-21 17:01:42 WAR 12682 deny tep 24.153.164.131 66.102.131.19 FavoriteMan F3#&7E] FEBE
= UPGRADE 20170321 17:01:11 WAR.. 15230 permit  udp 192.168.10.22 192.168.10.66 Blaster £ TFTP /=i JisfE
=106 2017-03-21 17:00:09 WAR 12682 deny tep 24.153.164.131 66.102.131.19 FavoriteMan FEE/E(] FHIBE
2017-03-21 17:00:09 WAR 12682 deny tep 24.153.164.131 66.102.131.19 FavoriteMan FEE/5(] FEIBE
2017-03-21 16:59:37 WAR.. 15230 permit  udp 192.168.10.22 192.168.10.66 Blaster &t TFTP /5 JiEE
> Log Setting 2017-03-21 16:06:51 WAR.. 12652 permit  tep 10.10.10.1 10.10.10.2 Trend ServerProtect TMregChangef&i i
EHHE
2017-03-21 16:06:42 WAR.. 12666 deny tep 10.10.10.1 10.10.10.2 Sun Directory Server LDAP 1E424RS5 i
2017-03-21 16:06:38 WAR.. 12665 deny tep 192.168.1.222 192.168.1.223 Simplog SQLEART
2017-03-21 16:06:32 WAR.. 12662 deny tep 192.168.1.222 192.168.1.223 phpBB Style ChangerViewer SQLIE R
20170321 16:06:32 WAR.. 12746 permit  tep 192.168.1.222 192.168.1.223 SQUEAKERZI9
2017-03-21 16:06:32 WAR.. 13428 deny tep 192.168.1.222 192.168.1.223 CoreHTTP Long URI &
20170321 16:06:28 WAR.. 12661 deny tep 10.10.10.1 10.10.10.2 [Oiﬂé\CLE SYS KUPW-WORKER SQLIEA
2017-03-21 16:06:11 WAR.. 12658 deny tep 10.10.40.1 10.10.10.2 MySQL BREERENSE
2017-03-21 16:06:03 WAR.. 12657 deny tep 192.168.26.222 192.168.26.223 Microsoft IS 4.0 FrontPage 983 /2i8(t 53
TSI
2017-03-21 16:05:47 WAR... 12686 oermit tco 10.10.10.1 10.10.10.2 Motorola Timbuktu crafted % 4% i
Page 1 of2137 | > [ C Show 1-20 . total of 54731
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Figure 50

7.3 Policy with AV

Log in to the vSecCenter—N system and enter the POLOCY MANAGEMENT > ACL
interface to configure the access control policy: [Action) select “Allow” ,
[Source] select default “any” , [Destination]) select default “any” ,
[ServicelDefault is empty, [Option] Avrule select “ default av”, [Option]
select “Record Log” , and successfully issued a strategy to vNGFW, as shown in

Figure 51.
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€ 8  hitps//192.168.34.21:9443 GENEE ¢ QFE k> e ¥ & 9 - 8- =

Home Page / ACL

£ SYSTEM MANAGEMENT

= SYSTEMMONITOR Access control policy

= OBJECT MANAGEMENT Not valid until published.

= POLICY MANAGEMENT

add edit | | publish Operate empty Search Display all strategies Current group: | default_group
> ACL
O D action Source Destination Senice Option description
= VIRTUALIZATION PLATFORM
100104 Allow Av rule

= USER ] _default_av
Record iog

= FIREWALL MANAGEMENT

= UPGRADE

=106
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Figure 51
After logging the virtual machine virus file download operation, log in to the
vSecCenter—N system and go to the LOG > Log Search interface. Click the "Malicious
code detection log” tab to check the malicious code detection result log, where

“warning” is “Warning”, as shown in Figure 52.

Home Page ! Log Search

= SYSTEM MANAGEMENT
e —— \SecCenter  Access Control  IPS  Anti-DoS Device System  All Device Security Log  Vgate Manage Log
 OBJECT MANAGEMENT Start time End time Type Keyword query reset Emply log
e Time Level Protocol | Source address Destination address | Anti-Virus name File type Anti-Virus process message
= ZATION FLATFORM 2017-03-29 14:53:113  WAR_ http 192168 34 51 172.19.15.205 Trojan Win32 Inject block virus-Trojan Win32 Inject kme
Susm kmc  operation-block
= FIREWALL MANAGEMENT 2017-03-29 14:50:46  WAR . http 192168 34 51 172.19.15.205 Backdoor/Poison xp block vlmS:Bac!deorleSon Xps,
s operation-block
Bl ns 2017-03-29 145030 WAR . hitp 192 168 34 51 172.19.15.205 Backdoor/Poison xp block virus-Backdoor/Poison xps.
- s operation-block
2017-0329 144850 WAR..  htip 192.168.34 51 172.19.15.205 Trojan Win32 Inject block virus-Trojan Win32 Inject kme
P Log Search kmc . operation:block
» Log Setting 2017-03-29 14:45:12  WAR..  htip 192.168.34.51 172.19.15.205 Backdoor/Poison.xp block virus-BackdoorPaison.xps,
s operation-block
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Figure 52
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